Protect Your
Information

from T hieves

More than 13,700 Canadians were victims of identity
1
theft in 2014 alone. Most victims discovered their information
had been compromised when their banks contacted them
about suspicious activity. Thieves are more sophisticated than
ever, often using technology to help them steal information.
Other times, they prey on the trusting nature of people to
procure personal information.

4 WAYS THIEVES CAN STEAL YOUR IDENTITY2
1. S
 tealing your mail. If you don’t have a locking mailbox,
thieves can swipe your mail directly from the box, especially
if it’s located next to the road. Prevent this by opening a
postal box. If your mailbox is attached to your house, be
sure to check it daily. If you’re going out of town, have a
neighbour pick it up for you or put a hold on service.
2. D
 igging through your trash. Thieves have been known to
search through trash to find personal documents. Prevent
this by shredding your documents before you dispose of
or recycle them.
 ampering with, or “skimming,” ATM and credit card
3. T
machines. If you use an ATM or other card reader, you may
become a victim of identity theft and not realize it until you
look at your account statement. Thieves have been using
counterfeit card readers in tandem with hidden cameras to
steal the information on ATM cards for several years. Once
you slide your card into the reader and punch in your PIN,
the thief has enough information to make another card.
While more financial institutions are incorporating EMV
			
chips into their debit and ATM cards,
			
which make it more difficult to
			
counterfeit a card, not all of them
			
have converted yet. Reduce your
			
risk by avoiding non-bank ATMs
			
and monitoring your accounts for
			
unauthorized activity.

4. Searching through public sources. Although social media
has made it easier to stay in touch with family and friends, it
can also be used by thieves to swipe personal information.
Adjust the privacy settings on your social media sites
so your information isn’t available to anyone you’re not
connected to and isn’t immediately searchable.

WHAT SHOULD YOU DO IF YOU’RE THE VICTIM OF
IDENTITY THEFT?
1. R
 eport it to your local police and ask them to issue a police
report. Keep a copy of it to share with your creditors.
2. D
 ocument everything, from phone calls to emails,
pertaining to the incident.
3. P
 lace a fraud alert on your credit reports by contacting
Equifax Canada and TransUnion Canada.
4. R
 eview your credit report and look for unauthorized
charges or new credit lines.
5. C
 ontact your creditors, financial institution, utilities and
services to let them know your identity has been stolen.
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